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However, how can | trust a Public Key?
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In certificates, trust Is transitive
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ll Chain of Trust

. End Entity Certificate

Owner's DN

Owner's Public Key
Issuer's (CA) DN

Reference

Issuer's (CA) Signature

Issuer's (CA) DN

Issuer's Public Key

(Root CA) Signature

i Intermediate Certificate

Reference

i Root Certificate

|

Verify Signature

https://my.f5.com/manage/s/article/K41280190

Root CA Public Key

Root CA Signature
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ll Chain of Trust

. End Entity Certificate

Owner's DN

Owner's Public Key Reference

Issuer's (CA) DN

i Issuer's (CA) Signature

Issuer's (CA) DN J

Issuers PublicKey

‘ (Root CA) Signature 1

A

Final certificate (for example,
of a website).
We need to verify the chain
to verify if we trust in it

l Intermediate Certificate Certificate of a

certificate issuer

Reference

i Root Certificate We _tr_ust in. the Root
Certificate inherently

|

Verify Signature

https://my.f5.com/manage/s/article/K41280190

~ (for example, itis
" / installed in our

Root CA Public Key computer)

]

Root CA Signature
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[l Trusting a public key
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