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Binary files

• The result of a compilation process
─ Translating high level code (C/C++, etc…) into native code or bytecode

• Code is encapsulated in a binary format
─ It’s not a raw file with unstructured bytes

• Target system (CPU or VM) will process the resulting code
─ Which may be only part of the file content
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PE and ELF Formats

Linux: Executable and Linkable Format (ELF).

• Windows: Portable Executable (PE) format (.exe, .dll).

• Key sections of a binary:

 .text: Contains the executable instructions (code).
 .data: Initialized global and static variables.
 .rdata/.rodata: Read-only data (e.g., hardcoded strings).
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hello.c
Source code

#include <stdio.h>

#include <stdlib.h>

int main(int argc, char** argv) {

printf("Hello World\n");

return 0;

}
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ELF – Executable and Linkable Format

• Container for executable files, object files, shared libraries, and 
core dumps
─ And other things out of this context like in Android

• Composed by several headers and sections:
─ Executable Header

─ Several Program Headers (optional)

─ Several Sections, with a header and content

19
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ELF Headers
Executable Header
• Mandatory header, with basic information about the file

─ Architecture

─ Entry Point

─ Header locations and number

─ Type

─ Type of data

• Follow the structure Elf64_Ehdr
─ defined in /usr/include/elf.h
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ELF Headers
Section Headers
• Sections are unstructured placeholders of data 

(frequently code) targeting the Linker
─ Some sections are well known and follow a defined structure

─ Some sections can be arbitrary binary blob

─ Some sections may contain content not useful for execution

─ Section order is irrelevant

─ Symbols, relocation information is stored in sections

• Headers describe the properties of each section
─ Name, type, flags, address when loaded, file offset, size, 

information…

• Files without linking, may omit section headers
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Executable Symbols
Tables

• Symbols are names identifying addresses of a binary
─ Have a type, such as Function, and including Undefined
─ E.g. functions create symbols, especially external functions (puts)

• ELF files have two symbol tables
─ .dynsym: symbols which will be allocated to memory when the program loads.
• In the example, puts is provided by libc, required for operation, and exists as a dynamic symbol

─ .symtab: contains all symbols, including many used for linking and debugging, but not 
related to code required for execution. 
• These areas will not be allocated (mapped) to RAM
• Extremely useful to identify the name of functions/sections when reversing!
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Executable Symbols
Stripping

• Only symbols in the .dyntab are required
─ Identify allocated sections

─ Identify symbols that must be resolved in external libraries

─ Used for Dynamic Linking when the program is loaded

• Stripping is the process of removing unused symbols and code from 
a binary
─ Stripped binaries take less space, and are not reversed so easily
• There is no hints about the purpose of a function from its name
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hello.c

25



João Paulo Barraca REVERSE ENGINEERING

hello.c

26

Binary is stripped of extra symbols

Only the .dynsym table is kept
Required for identifying allocatable areas
Notice as all symbols here are undefined (must be dynamically linked)
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What is inside an Object File?

• An Object File contains information required to execute a program (not only code)
─ May not include all implementation, as this can be dynamically loaded

• Information is kept in sections, which are processed differently. Some are:
─ .rodata: readonly data, containing strings
─ .got: Global Offset Table - maps symbols to memory locations (offsets).
─ .plt: Procedure Linkage Table – uses the PLT to transfer execution to the correct location of a symbol, 

dealing with external symbols and fixing the GOT
─ .bss: Block Starting Symbol – contains uninitialized variables
─ .dynsym:  List of symbols in allocatable memory
─ … many others: 
• To read sections: readelf -S hello
• To dump all code: objdump -M intel -d hello
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Hello ELF content
RODATA: objdump -sj .rodata

28

Contains Read Only Data (Strings and other constants)
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ELF Sections
.init and .fini
• Contains executable code required before/after the binary entry point is 

executed
─ Initialization tasks to prepare/clean the memory space

• Some uses:
─ prepare profiling tasks (__gmon_start__)
─ Invoke global constructors/destructors (C++)
─ Save program arguments
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ELF Sections
.text section

• Contains the main program code
─ The main target of a Reverse Engineering activity

─ Allocated as executable and read-only 

─ Contains the user code, and additional code created by the compiler

• Cleanup/initialization functions, stack guards, etc..

• In this section resides the program entry point
─ When the binary is loaded, execution flow is transferred that address

─ Related to the main function in a C program (but not the main)
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ELF Sections
.text section: Entry Point

31

The hello program entry point address

Loads the address of the main 
function into RDI (first argument) 
of a function

Calls __libc_start_main@GLIBC_2.2.5
which transfers control to the 
program main function

mailto:__libc_start_main@GLIBC_2.2.5
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ELF Sections
.bss, .data, .rodata
• .rodata: Read only data

─ Stores constant values

─ Mapped to a page marked as read only

• .data: Area with information to initialize variables
─ As the data can be modified, the section is writable

• .bss: Unitialized variables
─ Memory is allocated for a variable that may be required, but nothing else is done

─ As there is no data associated, the .bss doesn’t take space on the binary. Only instructs the system to reserve 
memory.
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ELF Sections
.plt, .got, .got.plt
• Procedure Linkage Table and Global Offset Table

─ .PLT: Code to relocate symbols
─ .GOT: Array with addresses of each symbol requiring relocation
• .got is similar to .got.plt but it’s writable, while .got may be marked as Read Only as a security measure (-z relro)
• Using a table (GOT) allows patching this table, while keeping libraries in same address, shared to multiple processes

• Sections required for lazy binding (real time relocation)
─ Linker needs to resolve the effective address of a code identified by a symbol (e.g., puts)
─ The code may be on the program, or on an external library, mapped to the virtual memory
─ .plt and .got ensure the symbol location is found and the code jumps around correctly
─ This is executed as the symbols are required! (LAZY)
─ On Linux, the Env Variable LD_BIND_NOW forces linking by the linker (on program load)
• Will increase performance during execution, but will slow down startup
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ELF Sections
Lazy Binding

34

(1) The puts function is called.
The function is on an external 
library, and it must be relocated.
So, it jumps to the puts@plt
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ELF Sections
Lazy Binding
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(2) At the PLT, the code doesn’t 
jump to the final location, as it is 
not known (yet)

Instead, it jumps to an entry at 
the GOT (0x4018). In this case, 
the value is 0x1036, pointing to 
the code at line 8. 

Remember: This is a static 
analysis, the dynamic linker is 
not working, so the symbol is 
unresolved
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ELF Sections
Lazy Binding
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(3) A value 0 is pushed. This is an 
identifier that is stored to the 
stack. An index, actually.

The code then jumps to the .plt 
generic functions at 0x1020.

A new identifier is pushed (the 
address in the GOT that is 
missing the entry)

Code jumps to the Dynamic 
Linker
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ELF Sections
Lazy Binding
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(4) At the dynamic linker, it 
searches for the symbols in the 
mapped libraries and writes a 
value to the GOT at 0x4018.

Then he calls that address.
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ELF Sections
Lazy Binding
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(2.1) At the PLT, the code doesn’t 
jump to the final location, as it is 
not known (yet)

Instead, it jumps to an entry at 
the GOT (0x4018). 

If the program is executing, and 
it is the second time puts is 
called, the entry has 
0x7fffff651910, which points 
to the real puts.

This was obtained by loading 
the binary in GDB and using GEF
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ELF Sections
.rel.*, .rela.*
• Tables containing information to the dynamic linker about the required relocations

─ R_X86_64_GLOB_DAT: GOT offset should be filled with the symbol address (Lines 8-12)

─ R_X86_64_JUMP_SLO: Jump Slots to be represented in the .got.plt and .plt sections as shown previously (Line 
16) 
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ELF Sections
.dynamic section
• Contains information instructing the 

operating system/dynamic linker to 
load the binary
─ Address of important tables

─ Flags

─ Required libraries

─ Debug flags

─ INIT/FINI addresses

40



REVERSE ENGINEERING

ELF Program Headers
Overview
• Provide a segment view of the binary, complementing the section view

─ Type of segment, offset in the binary file, alignments, virtual addresses to be considered 

─ Target the operating system that will load the program and not the linker as the sections do

João Paulo Barraca 41



REVERSE ENGINEERING

ELF Program Headers
Types
• LOAD: Segment should be loaded in memory

• INTERP: Segment containing the name of the interpreter to be used

• DYNAMIC: Segment containing the .dynamic section, to be used by the interpreter

João Paulo Barraca 42



João Paulo Barraca REVERSE ENGINEERING

How are objects loaded?

• File is split according to existing sections
─ Each loaded at a different location (with different access attributes)

• Libraries are also mapped in the program address space
─ All code from libraries is present

• Stack grows downwards, heap grows upwards
─ On modern OS, growth may be limited, not on microcontrollers

• Interpreter is required to setup the binary in memory
─ ld-Linux.so or ntdll.dll 

• readelf -p .interp filename

─ Will handle relocations, resolving required symbols

─ If lazy-loading is used, relocation is done when the symbol is first used
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Portable Executable

• Format used for executables, object code and libraries in Windows
─ Includes .exe, .sys, .dll, .mui, .ocx, .scr, .tsp, .cpl, .drv, .ax, .acm and others

• Includes information about all requirements to load the code
─ External libraries required
─ Symbols exported
─ Resources
• Icons, certificates, signatures

• From the Common Object File Format (COFF) specification
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Portable Executable

46

• Magic: MZ (4D 5A)
─ Mark Zbikowski

• Structure is similar to ELFs
─ Additional stubs for DOS 
─ and Windows NT

• Section header lists sections

• Each section provides a specific 
content to be loaded
─ .text, .rdata, .data, .rsrc
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Portable Executable
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Dynamic Linker
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Dynamic Linker

• Vital for the loading process, and can help reversing a program
─ Provide information about the loaded libraries

─ Help debugging the linking process

─ Force linking  with custom libraries

─ And many other

• Communication is achieved through environmental variables
─ In the format LD_*

─ Setting a variable, or setting a variable with a specific value, activates Linker features

49
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Dynamic Linker
LD_LIBRARY_PATH

• A list of directories in which to search for ELF libraries at execution time.  
─ The items in the list are separated by either colons or semicolons

─ A zero-length directory name indicates the current working directory.

• Activating: LD_LIBRARY_PATH=libs ./progname
─ Linker will look into ./libs while loading libraries for the program

─ Allows having a different set of libraries for the program (E.g., debug versions)

50
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Dynamic Linker
LD_BIND_NOW
• Causes the dynamic linker to resolve all symbols at program startup instead of deferring 

function call resolution to the point when they are first referenced. 
─ Especially useful for debug as all symbols point to their correct location

• Activated by setting the variable: LD_BIND_NOW=1 progname

  LD_BIND_NOT not set        LD_BIND_NOW is set
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Dynamic Linker
LD_DEBUG

• Output verbose debugging information about the the dynamic linking
─ Allows tracing the operation of the linker
─ Debug where libraries are loading from 
─ Determine if libraries are being loaded and which symbols trigger the event
─ Determine the search path used looking for libraries

• The content of this variable is one of more of the following categories, 
separated by colons/commas, spaces:
─ help, all, bindings, files, reloc, scopes, statistics, symbols, unused, version

• Use: LD_DEBUG=option programname

52
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Dynamic Linker
LD_DEBUG
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Dynamic Linker
LD_PRELOAD

• A list of additional, user-specified, ELF shared objects to be loaded 
before all others.
─ This feature can be used to selectively override functions in other shared objects.
─ Symbols present in the provided ELF Shared objects are used instead of the original
─ Only the functions available in the shared object will be over written

• Use: LD_PRELOAD=./liboverride.so progname
─ Useful to provide custom implementations of any function in the program
─ Custom implementation can call the original implementation through manual symbol loading
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hello_thread.c
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hello_thread.c
Dynamic symbols
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hello_thread.c
liboverride.c – compile with gcc -shared -fPIC -o liboverride.so liboverride.c -ldl

57

Manually load original function

Call original function
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hello_thread.c
Left: standard execution, right: LD_PRELOAD overriding some functions
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Portable Executable Files (PE)
The base of Windows Software

• The Portable Executable (PE) format is the standard data structure used by 
the Windows operating system for executables, object code, and DLLs.

• Derived from the earlier Common Object File Format (COFF) used in Unix.

• "Portable" refers to its versatility across different Windows architectures 
(x86, x64, ARM).

• Common Extensions: .exe, .dll, .sys (drivers), .scr (screensavers).
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Macro-Structure of a PE File

• A PE file is a highly organized database containing:

– Headers: instructions on how to load the file.
– Sections: the actual code and data.

• DOS Header: Legacy compatibility.

• PE Headers (NT Headers): The core metadata.

• Section Headers: The map of the data payload.

• Sections: The actual code, variables, and resources.

62https://commons.wikimedia.org/wiki/File:Portable_Executable_32_bit_Structure_in_SVG_fixed.svg
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MS-DOS Header & Stub

• Magic Bytes: PE file starts with the characters MZ (hex: 4D 5A)
– Named after Mark Zbikowski, an early MS-DOS architect.

• DOS Stub: A tiny, valid MS-DOS program embedded right after the header.
– In DOS, it prints: "This program cannot be run in DOS mode."

• The Golden Pointer: The most critical field here is e_lfanew (offset 0x3C). 
– It acts as a pointer telling the OS exactly where the real PE header begins.
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The PE Header (NT Headers)

• At the e_lfanew offset: begins PE\0\0 (hex: 50 45 00 
00).

• File Header: Contains basic physical layout data:
– Target Machine Architecture (e.g., Intel 386, AMD64).
– Number of Sections.
– TimeDateStamp (when it was compiled).

• Optional Header: (Mandatory for executables). Contains crucial 
execution data:

– AddressOfEntryPoint: Where the code starts executing.
– ImageBase: The preferred memory address where the file 

wants to be loaded
● often 0x00400000 for old 32-bit exes.
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Data Directories

• Pointers to important data tables stored within the file's 
sections.

• Export Directory: Lists the functions this file offers to other 
programs (crucial for .dll files).

• Import Directory: Lists the external functions (APIs) this file 
needs from the OS 

– e.g., CreateFileW from kernel32.dll

• Others: CertificateTable, ResourceTable….

Security Note: Malware analysts heavily scrutinize the Import Address Table 
(IAT) to guess what a suspicious program might do based on the APIs it requests.
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Concepts of Alignment and RVA

• When a PE file is launched, the Windows Loader doesn't just copy it bit-for-bit into RAM. It maps it based on 
defined boundaries.

• Raw Offset (File Alignment): How data is packed on the hard drive

– typically aligned to 512 bytes

• Virtual Address (Section Alignment): How data is stretched out in RAM

– typically aligned to 4096 bytes / 4KB pages

• Relative Virtual Address (RVA): An address in memory relative to the program's starting point (ImageBase).

Absolute Address = ImageBase + RVA

•
66
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Where the Data Lives

67

Section Name Purpose Permissions

.text Contains the executable CPU instructions (the code). Read, Execute

.data Initialized global and static variables. Read, Write

.rdata Read-only data (e.g., hardcoded strings, const variables). Read

.bss Uninitialized global variables (takes up no space on disk, only in memory). Read, Write

.rsrc Resources like icons, dialog boxes, and embedded manifests. Read

.reloc Relocation tables (used if the file cannot load at its preferred ImageBase). Read
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Metadata

•PE have additional information that can 
help analysis.

– Language, compiler, debug information, strings, 
certificates

68CrackMeEasy.exe
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Metadata

•PE have additional information that can 
help analysis.

– Language, compiler, debug information, strings, 
certificates

69CrackMeEasy.exe
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Language and Compiler 
Considerations
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The Impact of the Compiler

•Not all PE or ELF files are created equal!

– The language and compiler used to build the executable fundamentally change 
its internal structure.

•A file written in C/C++ looks entirely different from one written in C# or Go.

•The Golden Rule: Identifying the compiler or framework (using tools like Detect It 
Easy) is the first step in analysis because it dictates which tools and methodologies 
you must use.
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Delphi Binaries
A popular rapid application development (RAD) language based on Object Pascal. Frequent in enterprise 

tools and specific malware families (banking trojans).

•Structure & Quirks
– Section Names: Often uses CODE, DATA, and BSS instead of the standard C-style .text and .data.
– Strings: Uses Pascal-style strings. Instead of ending with a null byte (\0), the first byte(s) indicate the 

length of the string.
– Calling Convention: Heavily relies on the fastcall convention

● Arguments through EAX, EDX, and ECX registers rather than the stack.

•Analysis Process
– Standard disassemblers (Ghidra, IDA) work, but finding the WinMain entry point can be messy due to 

the Visual Component Library (VCL) initialization code.
– Specialized tools like Interactive Delphi Reconstructor (IDR) to recover form layouts and event 

handlers.
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Strings encoding and Calling Convention
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Go (Golang) Binaries
Increasingly popular for cross-platform development and modern malware
•Structure & Quirks

– Statically Linked: Go binaries compile the entire runtime and all dependencies into the PE file, 
resulting in massive file sizes.

– String Blobs: Strings are not null-terminated. They are stored in massive, continuous blobs and 
referenced by a pointer and a length value.

– The pclntab: The Program Counter Line Number Table. This is Go's internal mapping system that 
often contains unstripped function names and file paths.

•Analysis Process
– Opening a raw Go binary in a disassembler yields thousands of unlabeled, chaotic functions.
– Restore symbols before analyzing. Tools like GoReSym or other scripts parse the pclntab and 

automatically rename the thousands of functions to their original Go names.
•
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.NET Binaries (C# / VB.NET)
Programs built on Microsoft's .NET framework.

•Structure & Quirks
– The PE file is essentially a hollow shell. The standard PE Entry Point simply points to a tiny 

stub (usually an imported function called _CorExeMain from mscoree.dll).
– This stub's only job is to load the Common Language Runtime (CLR).
– The actual logic is not x86/x64 assembly; it is stored as Microsoft Intermediate Language 

(MSIL) alongside rich metadata in a specific .text directory.

•Analysis Process
– Do not use traditional disassemblers (like IDA or Ghidra) for basic .NET analysis. You will only 

see the CLR loader stub.
– Use specialized .NET decompilers like dnSpy, ILSpy, or dotPeek. Because of the rich metadata, 

these tools can often recover the exact, highly readable C# source code (unless it has been 
aggressively obfuscated).

•
75
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Rust Binaries
A modern, memory-safe systems programming language. It is becoming increasingly 

popular for both legitimate high-performance applications and advanced malware
• Structure & Quirks:

– LLVM Optimization: Rust relies on the LLVM compiler infrastructure. Its aggressive optimizations make the 
resulting assembly look highly convoluted and alien compared to standard C/C++.

– Name Mangling: Rust encodes function names with complex mangling schemes (either legacy hash-based or the 
newer v0 scheme), resulting in extremely long, unreadable names (e.g., 
_ZN3std2io5stdio6_print17he4e057f5c3547846E).

– Fat Pointers: Strings and slices are not simple memory addresses or null-terminated. They are "fat pointers" that 
store both the memory address and the length.

– Panic Handlers: Rust's built-in error handling (panic!) relies on specific runtime functions. Even in stripped 
binaries, these panic handlers often survive and can leak original source file paths and line numbers.

•Analysis Process:
– Traditional tools (IDA, Ghidra) work, but separating the massive Rust standard library from the actual user code is 

difficult.
– Demangling is step one. Use tools like rustfilt or ensure your disassembler has an active Rust demangling script. To 

find the true main function, it is often easier to trace backwards from the main wrapper inside the Rust standard 
library initialization code.
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Overly complex “main” 
with initializers, file 
checks and signal 
checks

Actual main is here
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