PREFACE

This book is about the growth and structure of random networks. The book is written by physicists and presents the point of view of a physicist, but is addressed to all researchers involved in this subject and students.

Where was physics 50 years ago, and where is it now? At first sight, the role of physics is decreasing; other natural sciences are developing more rapidly. However, physics has penetrated into all sciences. A natural step for a physicist is to jump from the traditional topics of physics to new intriguing problems. Actually, our book describes a flight from physics to the new interdisciplinary field of networks. This escape is, however, still dependent on physics.

For many years the term ‘random graphs’ usually meant to mathematicians static, ‘equilibrium’ networks with a Poisson-type distribution of connections. Mathematicians have made truly great advances in the description of such networks.

Only recently have we realized that we reside in a world of networks. The Internet and World Wide Web (WWW) are changing our lives. Our physical existence is based on various biological networks. The extent of the development of communications networks is a good indicator of the level of development in a country. ‘Network’ turns out to be a central notion in our time, and the explosion of interest in networks is already a social and cultural phenomenon.

Graph theory has made great progress. However, the most important natural and artificial networks have a specific architecture based on a fat-tailed distribution of the number of connections of vertices that differs crucially from the ‘classical random graphs’ studied by mathematicians. As a rule, these networks are not static but evolving objects. Their state is far from equilibrium and their structure cannot be understood without insight into the principles of their evolution. Only in the last few years have physicists started extensive empirical and theoretical research into networks organized in such a way. Earlier, physicists’ interest was rather in neural and Boolean networks where the arrangement of connections was secondary.

We think that the physics approach is the most advantageous for understanding the evolution of networks. Actually, what we physicists are now doing on this active topic is a direct generalization of the usual physics of growth, percolation phenomena, diffusion, self-organized criticality, mesoscopic systems, etc.

Our aim is to understand networks: that is, to understand the basic principles of their structural organization and evolution. We believe that this understanding is necessary to find the best solutions to the problems of real networks.

We decided to present a concise informative book which could be used even by students without a deep knowledge of mathematics and statistical physics and which would be a good source of reference material. Therefore we have tried vi PREFACE

to introduce the main ideas and concepts in as simple a manner as possible, with minimal mathematics. Special attention is given to real networks, both natural and artificial. We discuss in detail the collected empirical data and numerous real applications of existing theories. The urgent problems of communication networks are highlighted and discussed.

For a description of network evolution, we prefer to use a simpler continuum approach. We feel that it is more important to be understood than to be perfectly rigorous. Also, we follow the hierarchy of values in Western science: an experiment and empirical data are more valuable than an estimate; an estimate is more valuable than an approximate calculation; an approximate calculation is more valuable than a rigorous result. More cumbersome calculations and supplementary materials are placed in appendices. We hope that all of the results and statements that we discuss can be easily found in the text and understood without undertaking detailed calculations. Therefore, we ask our brave readers to skim over difficult pages without hesitation and not to pay any attention to footnotes. However, as this is a monograph written by theoretical physicists, we try to keep a ‘physical level’ of strictness in our explanations and definitions. Although, we try to avoid superfluous words, we are not afraid to repeat important statements at a different level. We hope that the book will also be useful to mathematicians, as a source of interesting new objects and ideas.

We thank our friends and colleagues for their help. Foremost among these are our collaborators in this field: Alexander V. Goltsev and Alexander N. Samukhin from the Ioffe Institute in St Petersburg. We did not reprint figures with empirical data from original papers but made sketches of data. We are grateful to Albert-László Barabási, Stefan Bornholdt, Jonathan Doye, Jennifer Dunne, Lee Giles, Ramesh Govindan, Byungnam Kahng, Ravi Kumar, Neo Martinez, Sergei Maslov, Mark Newman, Sidney Redner, Ricard Solé, Alessandro Vespignani, and their coauthors for permission to use data from their original figures for derivative reproduction. We are much indebted to John Bulger, Ester Richards, Chris Fowler, David Duckitt, Goutam Tripathy, and Neville Hankins, the copy editor at Oxford University Press for correcting the English of our book. Our computers did not crash only thanks to Miguel Dias Costa and João Viana Lopes. When this book was written, one of us (SND) was on leave from his native Ioffe Institute, and he acknowledges the Centre of Physics of Porto for their support and hospitality.

Porto S.N.D. May 2002 J.F.F.M.

CONTENTS

0 Modern architecture of random graphs 1

1 What are networks? 6 1.1 Basic notions 6 1.2 Adjacency matrix 10 1.3 Degree distribution 10 1.4 Clustering 14 1.5 Small worlds 16 1.6 Giant components 19 1.7 List of basic constructions 22 1.8 List of main characteristics 23

2 Popularity is attractive 25 2.1 Attachment of edges without preference 25 2.2 Preferential linking 28

3 Real networks 31 3.1 Networks of citations of scientific papers 31 3.2 Communication networks: the WWW and the Internet 34 3.2.1 Structure of the WWW 35 3.2.2 Search in the WWW 45 3.2.3 Structure of the Internet 46 3.3 Networks of collaborations 52 3.4 Biological networks 54 3.4.1 Neural networks 54 3.4.2 Networks of metabolic reactions 56 3.4.3 Genome and protein networks 59 3.4.4 Ecological and food webs 60 3.4.5 Word Web of human language 63 3.5 Telephone call graph 66 3.6 Mail networks 66 3.7 Power grids and industrial networks 69 3.8 Electronic circuits 70 3.9 Nets of software components 71 3.10 Energy landscape networks 73 3.11 Overview 76

4 Equilibrium networks 84 4.1 Statistical ensembles of random networks 84 4.2 Classical random graphs 86 4.3 How to build an equilibrium net 88

4.4 Econophysics: condensation of wealth 96 4.5 Condensation of edges in equilibrium networks 101 4.6 Correlations in equilibrium networks 102 4.7 Small-world networks 104 4.7.1 The Watts–Strogatz model and its variations 105 4.7.2 The smallest-world network 110

5 Non-equilibrium networks 112 5.1 Growing exponential networks 112 5.2 The Barabási–Albert model 115 5.3 Linear preference 118 5.4 How the preferential linking emerges 121 5.5 Scaling 124 5.6 Generic scale of ‘scale-free’ networks 126 5.7 More realistic models 127 5.8 Estimations for the WWW 130 5.9 Non-linear preference 131 5.10 Types of preference providing scale-free networks 133 5.11 Condensation of edges in inhomogeneous nets 135 5.12 Correlations in growing networks 140 5.13 How to obtain a strong clustering 142 5.14 Deterministic graphs 143 5.15 Accelerated growth of networks 148 5.16 Evolution of language 151 5.17 Partial copying and duplication 156 5.18 Non-equilibrium non-growing networks 159

6 Global topology of networks 161 6.1 Topology of undirected equilibrium networks 161 6.2 Topology of directed equilibrium networks 174 6.3 Failures and attacks 179 6.4 Resilience against random breakdowns 181 6.5 How viruses spread within networks 187 6.6 The Ising model on a net 190 6.7 Mesoscopics in networks 196 6.8 How to destroy a network 200 6.9 How to stop an epidemic 202 6.10 BKT percolation transition in growing networks 203 6.11 When loops and correlations are important 210

7 Growth of networks and self-organized criticality 212 7.1 Preferential linking and the Simon model 212 7.2 Econophysics: wealth distribution in evolving societies 214 7.3 Multiplicative stochastic processes 217

8 Philosophy of a small world 219

A Relations for an adjacency matrix 221 B How to measure a distribution 222 C Statistics of cliques 224 D Power-law preference 226 E Inhomogeneous growing net 228 F Z-transform 230 G Critical phenomena in networks 232 H A guide to the network literature 237 References 241 Index 263

INDEX

accelerated (non-linear) growth, 36, 54, 149 additional attractiveness, 119, 130, 133 adjacency matrix, 10, 84, 221

spectrum of eigenvalues, 148 ageing of vertices, 133 autonomous systems (AS), 34, 46 the backgammon (‘balls-in-boxes’) model, 92, 97 the Barabási–Albert model, 28, 29, 115, 118, 120, 140, 179, 195 Bethe lattice, 169 betweenness (betweenness centrality, load, traffic), 18, 43, 49, 53, 210 biochemical pathways, 58 Bose–Einstein condensation, 136 Cayley tree, 169 citations in scientific papers

citations to papers, 31 citations to authors, 32 class diagrams, 71 cliques, 44, 124, 224

authorities and hubs, 44 clustering, 15, 83, 107, 142, 163 coauthorships, 53 computer games, 72 computer viruses, 187 condensation of edges

in equilibrium networks

homogeneous, 101 inhomogeneous 98 in growing networks, 135 relaxation in condensed phase, 139 congestion, 240 construction procedures, 22, 86 continuum approximation, 25, 115, 117 correlations

between degrees of nearest-neighbours in equilibrium networks, 102 in growing networks, 140 between in- and out-degrees of vertices, 142 cyber-communities, 44, 46 damage

random (failures), 179, 182 intentional (attack), 179, 200 degree (connectivity), 6

in- and out-degree, 6 degree distribution, 10 crossover between power-law regions, 64, 153 discrete, 14, 146 exponential, 12, 27, 114 fat-tailed, 3 moments, 14, 158 multifractal, 14, 158 Poisson, 12, 88 power-law (scale-free, fractal), 12 size-dependent cut-off, 14, 78, 126 duplication (copying), 158 ecosystem, 60 edges (links, bonds), 6 electronic circuits, 70 e-mail networks, 67 energy landscape networks, 75 epidemic threshold, 188 file-sharing systems, 167 finite-size effects, 78, 197 finite connected components

(disconnected components), 20 average size, 174, 205 distribution, 41, 173, 205 in- and out-components, 41 fitness (strength) of a vertex, 98, 133, 135 food webs, 60 fractal, 144 fractal dimension, 14, 144 generalized Lotka–Volterra equation, 217 genetic regulatory networks, 59

transcription regulation, 59 geographic factor in the structure of the Internet, 51 giant connected component, 20

giant in-component (GIN), 21 giant out-component (GOUT), 21 giant strongly connected component (GSCC), 21 giant weakly connected component (GWCC), 21 tendrils, 22 GNUTELLA, 167 graphs (networks)

bipartite, 43, 52 citation, 9, 31 deterministic, 143 Erdős–Rényi (classical random graphs), 8, 22, 25, 86 Mayer (non-degenerate), 89 subgraphs (subnetworks), 43 263

264 INDEX

immunization, 202 Internet Service Providers, 46 the Ising model, 190, 197 Java software, 71 joint in- and out-degree distribution, 10 language, 5, 63, 151, 213

core, 155 lexicon, 63, 155 loops, 6, 102, 162, 196, 210, 221 melons in graphs (multiple edges), 84 mesoscopic fluctuations, 200 metabolic reaction networks, 56

substrates: educt and product, 56 Migdal–Kadanoff renormalization, 144 Milgram’s experiment, 3, 167 Molloy–Reed criterion

for directed graphs, 176 for intentionally damaged nets, 201 for randomly damaged nets, 183 for undirected graphs, 169 multiplicative stochastic processes, 5, 217 net of sexual contacts, 53 networks (graphs)

correlated, 102, 140 uncorrelated with a given degree distribution, 11, 88, 161 directed and undirected, 6 equilibrium, 7, 88 non-equilibrium, 7, 112 exponential, 26, 112 hierarchical structure, 19 scale-free, 12, 28, 101, 133 neural net of C. elegans, 55 opposing edges

opposing hyperlinks in the WWW, 36 opposing trophic links (mutual eating in food webs), 61 partial copying (inheritance), 158 peer-to-peer networks, 167 percolation

in equilibrium networks, 181 in growing networks, 203 phase transitions

Berezinskii-Kosterlitz-Thouless (BKT), 207 of birth of a giant component

(percolation threshold), 172 continuous, 235 of first order, 235 of infinite order, 186, 205 Landau theory, 232 mean-field behavior, 196 ‘popularity is attractive’ principle, 5, 25, 213 the Potts model, 195 power grids, 69 preference function, 34

linear, 28, 119 power-law, 131, 226 proportional, 29, 115 preferential linking (attachment), 4, 28, 33, 50, 90, 115 protein interaction networks, 59 pseudofractal, 144 routers, 34, 51 routing of information in the Internet Border Gateway Protocol, 34 internal protocols, 34 scaling

exponents, 120 relations, 126 search engines, 45 search strategies, 167 self-organized criticality, 4, 93, 209 shortest-path length, 16

average, 16, 108, 168

constancy in networks of metabolic reactions, 58 distribution, 16, 146 signalling pathways, 59 the Simon model, 5, 212 small-world effect, 2

supersmall-world effect, 168, 210 small-world networks, 22, 104, 167 search, 167 societies, 97, 214

fair and unfair, 214 software components, 71 statistical ensembles of networks, 7, 85 canonical, 90 grand canonical, 95 microcanonical, 88 the susceptible–infective–removed (SIR) model, 187, 189 the susceptible–infective–susceptible (SIS) model, 187, 188 tadpoles in graphs (closed unit-edge loops), 84 cannibalism in food webs, 61 telephone call nets, 66 terrorist networks, 53 trees, 6, 163 vertices (nodes, sites), 6 the Watts–Strogatz model, 105 wealth distribution, 97, 139, 214 wealth condensation, 99, 139, 214 Word Web, 63, 151 Z-transform (generating functions), 172, 173, 178, 205, 230 Zipf’s law, 125