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Jll Binary Analysis Process

* Up to now we know how ELF files are structure, but the question

remains: how do we analyse ELF files?
= Or any other binary

* A possible flow can be:

= File analysis (file, nm, Idd, content visualization, foremost, binwalk)
= Static Analysis (disassemblers and decompilers

= Behavioral Analysis (strace, LD_PRELOAD)

= Dynamic Analysis (debuggers)
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Jl Identifying a file
_

* Files should be seen as containers (this includes ELF files)
= May have the expected content type

e But it may have an unexpected behavior (e.g. bug or malware)
= May have unexpected, additional content (e.g. polyglots)

* More common in DRM schemes and malware in order to hide binary blobs

* Files should not be trusted

= Both the expected and additional content may be malicious
= Static analysis is safe (as long as nothing is executed)

= Dynamic analysis is not safe. Sandboxes and VMs must be used
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B Questions to answer

 What type of file we have?

e Are there hidden contents?

* What is the architecture?

* Isit 64/32 or ARM7/ARM9/ARM9E/ARM10?
* Where is the starting address?

* What the main function does?

* What will the program will actually do?
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B Questions to answer

. Some basic tools go a long way

file: (try to identify) the type of file

= Only applies to a top container. File is not able to look into enclosed binary blobs

= Alternatives that complement file are binwalk and foremost

xxd: hexdump the file, allowing to rapidly detect patterns
= |ess also helps to hold the content in the terminal

strings: prints null terminated sequence chars
= By default, with more than 4 characters (-n setting)

1dd: print shared object dependencies

= Libraries registered in the ELF that are required (typically for dynamically relocate symbols)

nm: dumps symbols from . symtab (or .dyntab with -D)
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Jll Disassembler basics with ghidra

* ghidra is a open source tool developed by NSA and released to the
public doing Disassembly and Static Analysis

= Development branch has support for Dynamic Analysis (should be released “soon”

 Works on Windows, Linux and macos

= Java based

* Not the most important tool (IDA is), but is gaining a huge traction

= |t’s free and very powerful with a huge number of platforms and a fine decompiler
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 CFGs
_

* It is useful to think of machine code in a graph structure, called a
control-flow graph

* Anode in a CFG is a group of adjacent instructions called a basic
block:

= The only jumps into a basic block are to the first instruction

'E'*E
L

= The only jumps out of a basic block are from the last instruction L_

* l.e., a basic block always executes as a unit i

* Edges between blocks represent possible jumps z:_fi;::f;j"":“ |

=T b =1 s g b T
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 CFGs
_

* Basic block a dominates basic block b if every path to b passes
through a first

= strictly dominatesifal=b

e Basic block b post-dominates a if every path through a also passes
through b later
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J Disassembly
_

* The disassembly process involves analyzing the binary, converting binary code
to assembly

= But “binary” is just a sequence of bytes, that must be mapped in the scope of a given architecture

= Conversion depends on many factors, including compiler and flags

* Process is not perfect and may induce RE Analysts in error
= Present instructions that actually do not exist

= |gnore instructions that are in the binary code

* Main approaches:
= Linear Disassembly

= Recursive Disassembly
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] Linear Disassembly

* Simplest approach towards analyzing a program: Iterate over all code
segments, disassembling the binary code as opcodes are found

 Start at some address and follow the binary
= Entry point or other point in the binary file

= Entry point may not be known

 Works best with:

= binary blobs such as from firmwares (start at the beginning)
= objects which do not have data at the beginning

= architecture uses variable length instructions (x86)
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Jll Linear Disassembly Synchronized 4 bytes of 3 bytes of

p
. ~mov fs,[rax]- - - -
Inline data £ 2
pop rsp
3 >and [rax+rax*1+0x55],bl
\
push rbp-{ >add [rbp+0x48],dl )
‘r.atll -~ - - - ====" 3

mov rbp,rsp <

AT

sub rsp,0x10 <

Y4

mov [rbp-0x4],edi <
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] Linear Disassembly

. Issues

e With ELF files in x86, linear disassembly tends to be useful

= Compilers do not emit inline data and the process rapidly synchronizes

= Still, padding and alignment efforts may create some wrong instructions

* With PE files, compilers may emit in inline data and Linear Disassembly
is not adequate
= Every time data is found, disassembly becomes desynchronized

e Other architectures (ARM) and binary objects usually are not suited for
Linear Disassembly
= Obfuscation may include code as data, which is loaded dynamically

= Fixed length instruction sets will not easily synchronize
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] Linear Disassembly
. So why is it useful?

* Code in the binary blob may be executed with a dynamic call

= Some JMP/CALL with an address computed dynamically and unknown to the static
analyzer

* Linear Disassembly will decompile everything:

= whether or not it is called - May be useful to uncover hidden program code

= even if the binary blob is not a structured executable — Boot sector, firmware

* Readily available with simple tools: objdump and gdb

= Gdb memory dump (x/i) will also use Linear Disassembly
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Jl Recursive Disassembly

 More complex approach that disassembles code since an initial point,
while following the control flow.
= That is: follows jmp, call and ret

* As long as the start point is correct, or it synchronizes rapidly, flow can
be fully recovered

= This is the standard process for more complex tools such as ghidra and IDA

e Goes around inline data as no instruction will exist that will make the
program execute at such address
= Well... control flow can easily be forged with ((void (*)(int, char*)) ptr)()
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28 CodeBrowser: project:/boat.bin — *
File Edit Analysis Graph Mavigation Search Select Tools Window Help

H e = BPRPR| JIDULFRYE: % vo |  JEYABGL0BO®EE.|®

Iﬁ LLi:‘-tiru;:tn:u:-t.tnin ED.|I|}_|$§{|&|EE‘|X g|ED|@|ﬁ|V X
& [ boot.bin | =authenticator 1
@ ram prry 77 ~ 2 |woid _ regparm3 UndefinedFunction 00000000 {uint param 1)
S ram : |
S/ ram:00000000-ram: 00003001 : byte bvarl;
2 [ int unaff ESI;
assume DF = 0x0 (Default) . —_— tpcv;:z,-
00000000 25 £f ff AND ERLX, 0x57ebffff s
00000005 E: 2; R 0 byte prr [FiY] o | bvarl = (byte) (byte *) (param 1l & 0x57Tebffff) | *{byte *)(param 1 & 0x57ebifff);
10 pcVar2 = (char *) {param 1 & 0x57ebff00 | {uint)bVarl);
00000007 00 00 ADD byee ptr [E2X], AL 11 *pcVar2 = *pcVar2 + hVa;l,'
Program Tree 00000005 00 00 DD byte ptr [ERX],AL 12 *pcVar2 = *pcVar2 + bVarl;
0000000k 00 G0 ADD byte ptr [ERX],AL 13 *pcVarz = *poVar + bvarl;
eh &| » 0000000d 00 00 ADD byte ptr [EAK],AL o R —— hVarl,-
- [Cla Imports 0000000z 00 00 ADD byee ptr [E2X], AL L5 *pcVar2 = *pcVar2 + hVarl:'
h Exports £o00ooLl 0o 0o DD byte ptr [ERX],AL 16 *pcVar2 = *pcVar2 + bVarl;
Funcﬁons ponoooLs oo oo DD byte ptr [EAX], AL 17 *pcVarZ = *pcVard + bVarl;
@ Labels 00000015 00 00 ADD byte ptr [ERX],AL s *pcVar? = *poVar? + bVarl;
m[ﬂasses 00000017 00 0 ADD byte ptr [ERX],AL 1o *pcVarz = *poVarz + hVarl:
[C5( } Mamespaces 00000019 00 00 LOD byte ptr [ERX],AL Y P —— bvﬂﬂ:_
0000001l 00 00 ADD byee ptr [E2X], AL 21 *pcVar2 = *pcVar2 + bVarl;
£oonoold oo 0o DD byte ptr [ERX],AL 22 *pcVar2 = *pcVar2 + bVarl;
0000001£€ 00 G0 ALDD byte ptr [ERX],AL - ApcVar2 = *pcVar2 + bVarl:
£oonoo2l oo 0o DD byte ptr [ERX],AL 24 *pcVar2 = *pcVar2 + bVarl:
00000023 00 00 LOD byte ptr [ERX],AL
00000025 Oa 96 c8 OR DL,byte ptr [EST + Oxbl83d2ci]
Filter: | | & dz 83 bl
0000002k 21 9e af SBB dword ptr [ESI + OxcdBaaaaé],OxcacZblct
~x e 0 o4
- - .. cf b0 c2 ca
i = | i | R k | 00000035 cf IRETD
e 00000036 aa 22 Zah
00000037 c3 2?7 C5h
00000038 4f 2?7 DFh
00000039 Sk 2?7 SEh
0000003a fe 2?7 FEh
0000003k c& 2?7 Cgh
0000003c df 2?7 DFh
W 0000003d 4c 27 SCh
|Q 00000032 a7 2?7 A7h
<
Incoming Calls ICutgoing Calls
Mo Function No Function
Filter: | | Q Filter: | | Q

2] I 00000000 AND EAX, 0x57ebffff I



B Function detection

* Functions frequently include known prolog and epilogues

= Prolog: setup the stack and optionally setup Stack Guard Canaries

= Epilog: optionally check the canaries and release stack

* This information may be used to determine function boundaries

= Butitis architecture and compiler dependent

e Alternatives:

= Pattern matching (automatic, done by disassemblers) can also recover functions
= Exception handling code in the .eh_frame section

= gccintrinsics to cleanup stacks with exceptions __attribute_ ((__cleanup__(f))) and __ builtin_return_address(n)
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B Function detection

. Typical Prologue with Stack Guard

00400af£7
00400af£s8
00400afb
00400aff
00400b02

00400b0b
00400b0f£

S5
48
48
89
€4
04
00
48
31

89
83
7d
48
25
00
89
c0

e5
ec 30
dc
gb
28
00
45 f£8

PUSH
MOV

MOV

MOV

MOV
XOR

RBP
RBP,RSP
RSP, 0x30 ‘///
dword ptr [RBP + local_2c],EDI
RAX,qword ptr FS:[0x28]

T~

gword ptr [RBP + local_l10],RAX

EAX,EARX
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B Function detection
. Typical Epilogue with Stack Guard

"~

00400bSa 48 8b 45 £83 MOV RAX,qword pt¥ [RBP + local_10]
posoobse €4 48 33 XOR RAX,qword ptr FS:[0x28]

04 25 28

00 00 00
00400b67 74 05 Jz LAB_00400bée —
00400b€9 e b2 fb CALL __stack_chk_fail

£t £f

LAB_00400bée

00400bée c9 LEAVE
00400b6f c3 RET
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Jll Calling Conventions

* Compilers handle the function calling processes differently, and we
have several conventions

= Adapted to how programmers use the languages (hnumber of arguments)

= Adapted to number of registers and other architecture details

* These dictate:

= How arguments are passed to the callee
= How return codes are passed to the caller
= Who allocates the stack

= Who stores important registers such as the Program Counter
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Jll Calling Conventions

. cdecl

* Originally created by Microsoft compilers, widely used in x86,
including GCC

= Standard method for most code in x86 environments

* Arguments: passed in the stack, in inverted order (right to left)
= First argument is pushed last

* Registers: Mixed
= Caller savesRIP, A, C, D

= Callee saves BP, and others and restores RIP
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int callee(int a, int b, int c) {
char d[2&];
return a + d[&];

] Calling Conventions

. cdecl

}

int caller{void) {
| return callee(l, 2, 3) + 4;

¥

[ I I N o B e W

callee(int, int, int):

1

2 push ebp

3 mow ebp, esp

4 sub esp, 32

5 movzx  eax, BYTE PTR [ebp-28]
6

7

8

g

movsx  edx, al

mow eax, DWORD PTR [ebp+8]
add eax, edx
leave
16 ret
12 push ebp -
13 mow ebp, esp
15 push 2
16 push 1
17 call callee(int, int, i
18 add esp, 12
28 leave
21 ret
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Jll Calling Conventions

. stdcall
e Official call convention for the Win32API (32 bits)

 Arguments: passed in the stack from right to left
= Additional arguments are passed in the stack

* Registers: Callee saves
= Except EAX, ECX and EDX which can be freely used

e Stack Red Zone: Leaf functions have a 128 byte area kept safe which doesn’t
need to be allocated
= Can be used for local variables, and avoids the use of two operations (sub rsp, add rsp)

= Leaf functions are functions that do not call others
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int callee(int a, int b, int c) {
char d[2&];
return a + d[&];

] Calling Conventions
. stdcall

}

int caller{void) {
| return callee(l, 2, 3) + 4;

¥

1 callee(int, int, int):

2 push ebp

3 mow ebp, esp

4 sub esp, 32

5 movzx  eax, BYTE PTR [ebp-28]
6 movsy  edx, al

7 mow eax, DWORD PTR [ebpt
8 add eax,

9 leave

18 ret 12

11 caller():

12 push ebp

13 mow ebp, esp

14 push 3

15 push 2

16 push 1

17 call callee{int, int, int)

18 add eax, 4
28 ret
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Jll Calling Conventions
. fastcall
e Official call convention for Win32AP| 64bits

 Arguments: left to right, first as registers
= Additional arguments are passed in the stack

* Registers: Caller saves

e Stack Shadow Zone: Leaf functions have a 32 byte area kept safe which
doesn’t need to be allocated
= Can be used for local variables, and avoids the use of two operations (sub rsp, add rsp)

= Leaf functions are functions that do not call others
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] Calling Conventions

. fastcall (32bits)

1
2
3
4
5
6
7
B8
2]

16
11
12
13
14
15
16
17
18
12
26
21
22

Jodo Paulo Barraca

push
mow
sub
mo
mow
MovZX
MoV s X
maw
add
leave
ret
~ caller():
push
mow
push
mow
mow
call
add
leave
ret

ebp, esp

esp, 48

DWORD PTR [ebp-36], ecx
DWORD PTR [ebp-48], edx
eax, BYTE PTR [ebp-2&]
edx, al

eax, DWORD PTR [ebp-36]
eax, edx

~ callee(int, int, int): f
ebp

4

ebp
ebp, esp
3

edx, 2

ecx, 1
2ax,
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Jll Calling Conventions

. 1 ~ callee(int, int, int):

1 callee(int, int, int): 2 push ebp

2 push ebp 1 callee(int, int, int): 3 mow ebp, esp

3 mov ebp, esp < push ebp ul sub esp, 48

4 sub esp, 32 3 mow ebp, esp 5 mow DWORD PTR [ebp-36], ecx
g movix eax, BYTE PTR [ebp-28] 4 sub esp, 32 6 mov DWORD PTR [ebp-4@], edx
[ movsx  edx, al 5 movzx  eax, BYTE PTR [ebp-26] 7 movz¥  eax, BYTE PTR [ebp-28]
7 mov eax, DWORD PTR [ebp+8] 6 movsx  edx, al 8 movsx  edx, al

2 add eax, edx 7 mov eax, DWORD PTR [ebp+8] g9 mow eax, DWORD PTR [ebp-36]
a lagve 2 add eax, edx 18 add eax, edx

1@ rat 9 leave 11 leave

11  caller(): 18 ret 12 12 rat a

12 push ebp 11 caller(): 13 v caller():

13 mov ebp, esp 12 push ebp 14 push ebp

14 push 3 13 maov ebp, esp 5 movw ebp, esp

5 push 2 14 push 3 16 push 3

16 push 1 5 push 2 17 mow edx, 2

17 call callee(int, int, int) 16 push 1 18 mov ecx, 1

18 add esp, 12 17 call callee(int, int, int) 19 call callee(int, int, int)

19 add eax, 4 18 add eax, 4 20 add eax, 4

28 leagve 12 leave 21 leave

21 ret 28 ret 22 ret

cdecl stdcall fastcall
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Jll Calling Conventions

. Fastcall for 64bits (Windows)

e Official convention for x86_64 architectures with MSVC (Windows)
= Mandatory if compiling for x86_64 in Windows

 Arguments: passed as RDX, RCX, RS, R9

= Additional arguments are passed in the stack (right to left)

* Registers: Mixed
= Caller save: RAX, RCX, RDX, R8, R9, R10, R11

= Callee save: RBX, RBP, RDI, RSI, RSP, R12, R13, R14, and R15

e Stack Red Zone: Leaf functions have a 32 byte area kept safe, allocated by the callee
= (Can be used to store RDX, RCX, R8, R9

= (Leaf functions are functions that do not call others)

Jodo Paulo Barraca REVERSE ENGINEERING



1 int callee(int a, int b, int c) {
° ° 2 char d[2&];
ll Calling Conventions s ato
4 1
g
. faStca" (64bits) 6  int caller(void) {
g int callee{int,int,int) PROC 2 callee 7 | return callee(l, 2, 3) + 4;
6  $LN3: 8
7 mow DWORD PTR [rsp+24], rad
8 mow DWORD PTR [rsp+l6], edx
9 mov DWORD PTR [rsp+8], ecx
18 sub rsp, 4 : BBPessz2sH
11 mov eax, 1
12 imul rax, rax, @
13 movsx  eax, BYTE PTR d$[rsp+rax]
14 mow ecx, DWORD PTR af[rs
15 add ecx, eax

17 add rsp, 4@ ; 8268
19 int callee(int,int,int) ENDP : cCallee

28
21 int caller(void) PROC ; caller

22 FLN3:
23 sub rsp, 4o Be0a
24 mow réd, 2

25 mow edx, 2
26 mow ecx, 1 <

27 call int callee{int,int,int) : callee
28 add eax, 4

29 add rsp, 48 : Beeeaa28H
38 ret e

31 int caller{wvoid) ENDP
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Jll Calling Conventions
W system V AMDG64 ABI

e Official convention for x64 architectures using Linux, BSD, Unix, Windows

* Arguments: passed as RDI, RSI, RDX, RCX, R8, R9

= Additional arguments are passed in the stack

* Registers: Caller saves
= Except RBX, RSP, RBP, R12-R15 which callee must save if they are used

e Stack Red Zone: Leaf functions have a 128 byte area kept safe which doesn’t
need to be allocated
= Can be used for local variables, and avoids the use of two operations (sub rsp, add rsp)

= Leaf functions are functions that do not call others
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int callee(int a, int b, int c) {
char d[2&];
return a + d[&];

] Calling Conventions

W system V AMD64 ABI

}

int caller{void) {
| return callee(l, 2, 3) + 4;

¥

callee(int, int, int):
push rbp
mow rbp, rsp

1

2

3

4 mow DWORD PTR [rbp-36], edi
5 mow DWORD PTR [rbp-48], esi
6 mow DWORD PTR [rbp-44], edx
7 movzx  eax, BYTE PTR [rbp-32

8

9

Movsx edx, al
mow eax, DWORD PTR [rbp-36]
18 add eax, edx
11 pop rbp
12 ret
13 caller():
14 push rbp
15 mow rbp, rsp
16 mow edx, 3
17 Moy esi, 2
12 mow edi, 1
19 call callee(int, int, int)
28 add eax, 4
22 rat “
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Jll Calling Conventions

g int callee(int,int,int) PROC
6 FLNZ:
. 64bits 7 maow DWORD PTR [rsp+24], r&d

8 mow DWORD PTR [rsp+l6], edx
a mowv DWORD PTR [rsp+8], ecx

1 callee(int, int, int): 18 sub rsp, 49

2 push rbp 11 mow eax, 1

3 mow rbp, rsp 12 imul rax, rax, 8

4 ma DWORD PTR [rbp-36], edi 13 movsx  eax, BYTE PTR d$[rsp+rax]

5 mov DWORD PTR [rbp-4@], esi 14 mow ecx, DWORD PTR a$[rsp]

6 mow DWORD PTR [rbp-44], edx = add ecx, eax

7 Movzy eax, BYTE PTR [rbp-32] 16 mow eax, ecx

8 mowvsx  edx, al 17 add rsp, 4@

g mow eax, DWORD PTR [rbp-36] 12 rat 2]

18 add eax, edx 12  int callee(int,int,int) ENDP

11 pop rbp 28

12 ret 21 int caller({void) PROC

13 caller(): 22 $LN3:

14 push rbp 23 sub rsp, 48

5 mov rbp, rsp 24 mov réd, 3

16 mow edx, 3 5 mao edx, 2

17 maow esi, 2 26 mow ecx, 1

18 mov edi, 1 27 call int callee(int,int,int)

12 call callee(int, int, int) 22 add eax, 4

28 add eax, 4 20 add rsp, 48

21 pop rbp 26 ret 2]

22 ret 31 int caller(void) ENDP

System V AMDG64 ABI fastcall
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Jll Common Logic Structures

* When analyzing code, it’s important to recognize basic flow control
structures

= Remember that the decompiler may be unreliable

e Basic structures:

= |f else
= Switch case

" For
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Jll Common Logic Structures
. Conditional Branches (if else)

e Basic control-flow instructions: move execution to a defined address
if a condition is true

= Usually, one condition tested at a time. Complex If/else must be broken

* Assembly code is structed as a graph with tests and execution
statements (the conditions body)

* x86 and most architectures have inherent support for many types of

comparisons.
= |n x86 this is the jXX family of instructions.
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F-@0| M

undefinedcheackpid]
undefined AL:1 <RETTURN>
undefinedd Jtack[-0x20]:Bocal_20
tack[-0x24]:4o0cal_24
Jtack[-0x25]:1local_ 25

Stack[-0x2E] :1n:=1_3c’

undefinedd
undefinedl
undefinedl
undefinedd Sta:k[—DxGD]:ﬂn:al_QU

checkpin

- 0555 PUIH EREF

- 0552 MOV REERIE

---085d POUSH REX

= 0%5e 3UB E35,0m3IB

~w05E2 MOV gword per [RED + local 2.
== 0SEE MOV byte ptr [REEF + local_Z2q,..
«05%€a LEA FAN [s_lta:Vhilla:glBj=}05gV
== 0571 MOV gword ptr [REF + local_ 2.~

WU duprd per [BED 4 1o-270 E

== 057c JHF LAB_001005b4 I
-

¥
s s -0 e

el ScE MOV EARN, Ox0
LAB_001005b4

s s

-0 KW

v 0GB 4 MOV
v 0GB7 HOVe
|.w088a2 MOV

EL¥,dword ptr
REX,ERX
EAR¥,gword ptr

[REE + local.

[EEF + local..

LAE_001005b0
e 05be MOV  RDI,REX

0560 ADD dword ptr [REEF + local_ 293

kT

s 05%cl CALL strlen

a-L. g -1 M

LaB_001005d4

s 0%c€ 3UE RAN,Ox1

see 0 5ca CHE  RBEX BREX
—

- 0%cd JC LAB_0010057e I
-

wa0%dd ADD RIEOm2B

w0&dB POP REX

=05%d5 FOF REF
wa0%da RET

0010057 E-C H

LaB_0010057e

05T MOV ERN,dword ptr [REF + locale-
e 0FE1 MOV.L.. RDI,ERX
0%H4 MOV EA¥,gword ptr [REE + local..

«05%88 ADD RAN,EDX
205 0b MOVEREAN, byte ptr [RAN]==s_ja:i.
~088e XOR  AL,byte ptr [REF # local 2.

0851 MOV  byte ptr [REF + local 23w _‘_‘—'—-—-—-_._.ﬁ_.iﬂ 'HJ c X

..05%4 MOV ER¥,dword por [REF + local.. a0 Fas MOV EAN, Oxl

20557 MOV... RO, EAX I 0%ae JHF LAB 001005d4 I

---05%a MOT ER¥,gword ptr [REEF + local--
-05%e ADD RANEDXE
l%al MOVEZEEAY, byte ptr [RAX]
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w1527 JE2 LaBE_001005b0
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x86 Opcode Structure and Instruction Overview
{0[1/2|3/4|5|6|7|8[9|A[B|CID|E/F| —[xX]0|1]|2]|3/4|5/6|7|8|9|A[B|C|D|E|F

1= 13t
ADD es | s OR cs ;:_”T(; Eﬁ?’f 'Csio | LAR | LSL CLTS INVD fwainevo uD2 NOP
S JPUSH| POP {PUSHI—— e o 4 S W S S J J
ADC ss | ss SBB DS |56 SSE{1,2,3} r—a HINT_NOP

,

k'

AND PES DAA SUB 1 Cs | Das

SEGMENT SEGMENT

MOV CR/DR l ' SSE{1,2}

I == =]
CMOV
SSE{1,2}

CvERRmIDE [ R | COVERRIDE ™y

XOR ss |AAA CMP DS | AAS
INC DEC
PUSH POP

| WN(—=O

i N i OFERAND -\nm’asl‘- T T N " T i )
pussao]orno o are L5 | 65 |51 oysifmut lousuimur] s ouTS 1 6 MMX, SSE2
| | . . .
1o [mno| 18 [ine | JE [InE | 1BE | 1A [ [
7 ] [ 7 MMX, SSE{1,2,3}, VMX wmix, ssez3) |
ADD/ADC/ANDSXOR JO [INO | JBE |JNB | JE | JNE | JBE | 1A JS | UNS | JPE | JPO | JL | JGE | JLE | JG
8 | “ontmtna MOV REG g Lol e [ [ e Tove e s [ s T [uve [ o [ e[ [ ||
9 NOP XCHG EAX C LLAWAIT] PUSHFDTPOPFD SAHF|LAHF 9 SETO lssmal SETB Isrmal SETE lsrm: 1 sm:l SETA l SETS lsmsl SETPE Isrrpc-l SETL ISEI'GE I SETLE [ SETG
' m 7 . b 7z
Al MOV EAX l MOVS ] CMPS TEST STOS LoDS l SCAS A" POPJ:PUI BT | SHLD 1 o RSM n'rsl SHRD l-rm IMUL
o e L L. » b .. ..
B MOV B CMPXCHG[LSS BTR Lrsllﬁs[ MOVZX | rorcrr L nrc[nsrlnsnI MOVSX
C SHIFT IMM ‘ RETN [ LES | LDS | MOV IMM | =nter | Leave [ RETF [ INT3 L:,:L INTDIIRETD C XADD [ SSE{ 1, 2} ]nwm{ BSWAP
SHIFT 1 | SHIFT CL [ i
D [t aam | aso sacceat| FPU D MMX, SSE{1,2,3}
LDOPMIILDDF'ZI LOOP i IN h QuT T ouT N [ N
E [=delorfeog W | our Jeaul e i F MMX, SSE{1,2]
wock [ ICE | repne | rere [ [ | T INC [meoec 1
F tﬁmw_ BP CORDITIONAL -1[ HLT | CMC Tﬂ?ﬁﬁgﬁ? CLC | 5TC DEC F MMXJ 555{1!2! 3}
ES5 . REFETITION . », e
Arithmetic General Opcode Structure Addressing Modes SIB Byte Structure
& Logi{ Element Frefix Oprode Addriode 4B Byte Displacement | | iImmediate Data mod s Ll s n encoding scale (Zhil) index {3kit} Base (Abi)
Ir;ﬂ:rf":rnnT o4 { 1.3 J e T!‘ o feesle. |rl|]n1(-n, el [ GF-I0Y l anie W: — — — — — :2-=.| WI -_M
Memory System & /O : ™ - Ty o e - —= 2:: ii
) Bit structure ulu U{H}Ujﬂ G EEEEE |sls || ||| nFFI T :‘;‘ — S E— o = I Ty
Mo Operation (NOF / oo - _— - —
ultiple Instructions k—\.r-—ﬂ e . m Een r 011 | weeca | B | L G 100 = none =
Stack E:’:.::d‘:ld :m:.r uf.'LLinn S:lel Main Opcode hits | : i‘g:xﬁft:l‘u :z-ll ) [ 181 - [EBF] i
Direction bit « Scalle field [ ERFledeak | RSP 114 = [ES1) ESl
Control Flow erard len + = oim field 0 | sapis | E= oy [ - W »
[ ) & Conditional ) Speaam : :ﬁlﬁﬁﬁﬁumdmm' T R : :-II g Bl B ([ / GT8 SI;':Jm e p———y — 2 =
v1.0 - 320.08.2011 Source: Intel xB6 Instruction Set Reference

Contact: Daniel Plohmann — +49 228 73 54 228 — daniel.plohmann@fkie.fraunhofer.de Opcode table presentation inspired by work of Ange Albertini



Jll Common Logic Structures
. Conditional Branches (if else)

* Signed comparison: 1 < , le <=, g >, ge >=

* Unsigned comparison: b <, be <=, a >=, ae »>=

= Below and Above
* Equality e

* Every condition can be negated with n
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Jll Common Logic Structures

. Conditional Branches (if else)
2z, s, ¢, 0o, andpforZF, SF, CF OF, and PF

= ZF: Zero Flag, 1 if last operation was 0

CF: Carry Flag. Last operation required an additional bit (e.g. 255 + 1, which has 9 bits)

OF: Overflow Flag. Last operation had an arithmetic overflow (127 + 127 in a signed variable results in overflow)

PF: Parity Flag. 1 if last operation resulted in a value with even number of 1

SF: Sign Flag. 1 if last operation resulted in a signed value (MSB bit = 1)

* S means negative, ns non-negative

= Signal or not signal

* p and np are also pe “parity even” and po “parity odd”
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Jll Common Logic Structures
. Conditional Branches (if else)

e and, or, and xor clear OF and CF, and set ZF, SF, and PF
based on the result

* test is like and but only sets the flags discarding the result
* Checking nz after testis like if (x & mask) in C

* test aregister against itself is the fastest way to check for zero or
negative
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Jll Common Logic Structures
. Conditional Branches (if else)

* Direct jump: target(s) specified in code (harcoded)

* Indirect jump: target selected from runtime data like register or
memory contents

* Conditional jump: target differs based on a condition
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Jll Common Logic Structures
. Conditional Branches (If else)

e Structure can be
recognized by
one or more
conditional
branches,
without loops

* je: jump equal
* jS:jump is sign
e ..etc...
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18
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17

int bar{int b) {
return b * b;

}

int foo{int a) {
if{a == 8){
return bar(a) * 1;

}

else

if{a < @){

return bar(a) - 1;
h
elsef

return bar(a) + 1;
h

[ I o B (R R W [ S W [y N [y 1

[ = =y
[ TR = T B . T == v

e e e
oo o~

bar
imul edi, edi
mow eax, edi
ret
~ foo:
test edi, edi
je -l6
s =L
call bar
add eax, 1
ret
.Lb:
call bar
ret
~ L7
call bar
sub eax, 1
ret
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Jll Common Logic Structures

. Switch case

Structure can be recognized by several
comparisons and jumps or jump table

Observe the difference between what a
programmer writes and what is produced

= Switch is written as an atomic instruction, but it isn’t

= Also, it is dangerous because of missing breaks;

Test: compare two registers. Set 3 flags:

*  PF: Even number of bits
= ZF:Zero

=  SF: Signed value
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int bar{int b) {
return b * b;

¥

int foo(int a) {
switch({a){
case B:
a = bar(l1l) + 1;
break;
case 1:
a = bar(2+ a) + 2;
break:
case 3.
a = bar(3) + 3;
default:
a= bar(4) + 4;
¥

return ad

LTI Y T O T R QY
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Bow oo @ 0o
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[T T SUR N R N gy
WOk D DO = O

bar:
imul edi, edi
mow eax, edi
ret

i .
test edi, edi
je =3
cmp edi, 1
je -L4
Mo edi, &
call bar
add eax, 4
ret

.L3:
mow edi, 1
call bar
add eax, 1
ret

L4:
add edi, 2
call bar
add eax, 2
ret
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ll Common Logic Structures

. Ioops 1 ~ bar
2 imul edi, edi
3 mow eax, edi
i 4 ret
* For, while and e
. . . 6 push ria
do while are 1 int bar(int b) {
2 return b * b; 7 F"U5: V‘EP
8 pus rbx
3
genera”y the 4 ! 9 mow r12d, edi
5 int foo(int a) { 1e mov ebx, @
same ; int(b : e? . e e
7 for(int i = 8; i< a; i+){ 12 ~ .L3:
8 b += bar(i); — 1= e eEE, ri2d
ifi . —14 jge  .L6
* ldentified by:  ° | ¢ 15 mov edi, ebx
16 call bar
: 11 return b; bar
= anindex . 17 add ebp, eax
13 15> add ebx, 1
= anincrement 14 int caller(void) { —1e» jmp .3
15 return callee(1, 2, 3) + 4; 28 ~ .L6: .
. e 21 mow eax, e
"= acomparison 16 } > o o p
. 23 pop rbp
= two jJumps 24 pop ri2
25 ret
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ll C++ code
_

* C++ is very popular, and adds an additional layer of complexity

= A program doesn’t have functions, has methods

Methods have a shared context (the object)

Methods can be overridden due to inheritance

The this pointer commonly allows access to data outside the function stack

Contructors, new...?

Strings are complex objects
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ll C++ code
_

* this pointer

= The “this” pointer plays a crucial role in the identification of C++ sections in the assembly code.
It is initialized to point to the object used, to invoke the function, when it is available in non-
static C++ functions.

e VVtables

= Eases runtime resolution of calls to virtual functions.

= The compiler generates a vtable containing pointers to each virtual function for the classes
which contain virtual functions.

e Constructors and destructors

= A member function which initializes objects of a class and it can be identified in assembly by
studying the objects in which it’s created.
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ll C++ code
_

* Runtime Type Information (RTTI)
= Mechanism to identify the object type at run.

= These keywords pass information, such as class name and hierarchy, to the class.

 Structured exception handling (SEH)

= |rregularities in source code that unexpectedly strike during runtime, terminating the program.

= SEH is the mechanism that controls the flow of execution and handles errors by isolating the code
section where the unexpected condition originates. Inheritance

* Inheritance
= allows new objects to take on existing object properties.

= Observing RTTI relationships can reveal inheritance hierarchy
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hellol.cpp

A simple hello world

Jodo Paulo Barraca

1

L. [ R VN I 8

O =J

11
12
13
14
15
16
17
18
19
20

<iostream>
<string>

class A {
std::string textl;

A(std::string textl) {
this->textl = textl;

by
void print() {

std: :cout << this->textl << std::endl;
¥

}s
int main(int argc, char** argv) {

A a(std::string("Hello World"));
a.print();
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hellol.cpp

$ readelf --dyn-sym hellol

1
2
3 Symbol table '.dynsym' contains 21 entries:
4
5

Num: Value Size Type Bind
0. 600006PEOLOLBBB. @ NOTYPE LOCAL
6 1: 6600000000000000 @ FUNC GLOBAL
7 2. 0600obbBBoBBBBooo @ FUNC GLOBAL
8 3. ©0000bbEO00Eo000 @ FUNC GLOBAL
9 4: 9000000000000 @ FUNC GLOBAL
10 5: ©0000000000000000 ® FUNC GLOBAL
11 6: 0000000000 ® FUNC GLOBAL
12 7. ©000000000000000 ® FUNC GLOBAL
13 8: 600000DBBOOOOBO0. ® FUNC GLOBAL
14 9. 66000bBEODBBBBBo @ FUNC GLOBAL
15 10: ©000000000000000 @ FUNC GLOBAL
16 11: ©000000000000000 @ FUNC GLOBAL
17 12: ©0000000000000000 ® NOTYPE WEAK
18 13: 0000000000006 ® FUNC GLOBAL
19 14: ©000000000000000 ® FUNC GLOBAL
20 15: ©000000000000006 @ FUNC GLOBAL
21 16: ©0000006B6OEOBB0H @ NOTYPE WEAK
22 17: ©000000000000000 @ NOTYPE WEAK
23 18: ©0000000000000006 @ FUNC GLOBAL
24 19: 0000000000000 @ FUNC WEAK
25 20: 0000OLLOOLBB40a0 272 OBJECT GLOBAL
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Vis

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Ndx
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND

26

WVETE]

_ZNSt7__cxx1l12basic_stri@GLIBCXX_3.4.21 (2)
_ZSt4endlIcStlichar_trait@GLIBCXX 3.4 (4)
_ZNSt7__ecxx1l12basic_stri@GLIBCXX_3.4.21 (2)

__CXa_aTexiT@uLlBL_Z.2.5 (3)

_ZStlsIcStlichar_traitsIc@GLIBCXX 3.4.21 (2)
_ZNSolsEPFRSoS_E@GLIBCXX 3.4 (4)

_ZNSaIcED1EvV@GLIBCXX_3.4 (4)

_ZNSt7__cxx1112basic_stri@GLIBCXX_3.4.21 (2)
_ZNSt7__cxx1112basic_stri@GLIBCXX_3.4.21 (2)
_ZNSt8ios_base4InitClEV@GLIBCXX_ 3.4 (4)
__gxx_personality ve@CXXABI_1.3 (5)

_ITM deregisterTMCloneTab
_Unwind_Resume@GCC_3.0 (6)
_ZNSaIcEC1EV@GLIBCXX_3.4 (4)

__libc_start_main@GLIBC_2.2.5 (3)

__gmon_start__
_ITM registerTMCloneTable

_ZNSt8ios_base4InitD1EV@GLIBCXX_ 3.4 (4)
__cxa_finalize@GLIBC 2.2.5 (3)

_ZSt4cout@GLIBCXX_3.4 (4)
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ll C++ code

1
2 |/% WAEBNING: Unknown calling convention yet parameter storage is locked */
3
4 |int main {wvoid)
5
& ({
T B local_aed [32]:
2 basic string<char,std::char traita<char>,std::allocator<char>> local 4% [47]:
g allocator<char> local 1% [9]F
1a
11 std::alloccator<char>::allocator();
12 ¥ tey [ fF try from 00101203 to 00101207 has its CatchHandler @ 00101263 */
13 std::__ cxxll::basic_string<char,std::char_traits<charl,std::allocator<char>>::basic_string

((char *}local 4%, {allocator *)"Hello World™):
¥ tey [ S try from 00101216 to 0010121a has its CatchHandler @ 00101252 %/

\‘R::Ailncal_iu,[basic_gtring]ﬂxbﬂ]:
17 std:: cxxll::basic string<char,std::char traits<char’,std::allocator<char>>::~basic string
a (local_ 48):
std::allocator<char>::~allocator{local 19);

¥ try { /S try from 0010123a te 0010123 has its CatchHandler @ 00101274 %/
\*R::print[lncal_EE]:
22 [™Az:~A(local €8);
23 return 07
24 |}
25
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ll C++ code

00101216 =8 =1 40 CLLL R::Rh

a0 oo

} /F end try from 00101216 to O0010121a

0010121k 43 34 45 c0 LER BR¥=>local 4%, [REF + -0x40]
0010121F 48 3% c7 MoV EDI,RRi
00101222 =8 19 fe CALL ~basic_string

£ff ff
00101227 48 3d 45 ef LER BR¥=>local 19, [REF + -0xl1]
0010122k 48 3% c7 MoV EDI,RRi
00l0l22e =3 4d fe CALL ~gllocator

£ff ff
00101233 43 34 45 a0l LER BR¥=>local &2, [REF + -0x60]
00101237 4 MoV EDI,RRi

try { fF try from 0010123a to 00101232 has its CatchHandler Q...

LAR 0010123a XBEF[1]: 007
0010123a =3 11 01 CALL L::print
oo gag
} /F end try from 0010123a to 0010123e
00l10123f 48 &8d 45 ad LER FR¥=>local &5, [EBF + -0x&0]
00101243 43 89 o7 MOV RDI,BRY
00101246 =8 3d 01 CALL Bi:i~n
a0 oad
0010124k kB2 00 00 MOV ELX, Ox0
a0 oad
00101250 ek 4% JHMP LEB 00101297
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ll C++ code
_

00102143
00lo02l4c
00102150
00102154
00102153
00102159
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1le
ad
ag
37
ag
41
B&
od

aa
aa
f2
aa

e
02
0&

aa
aa
£f
aa

1a
43

aa
aa
ff
aa

72 ...

LR R R R E R

¥ Frame Descriptor Entry
L o o O o o T ol o o O o ol o e o O O

0010205c (*)

fd=_ 00102143
ddw
ddw
ddw
ddw
ulekbl28
db[15]

1Ch
cie_001020a8
L::print

37h

0h

¥REF[1]:

k

(FDE)
(FDE)
(FDE)
(FDE)
(FDE)
(FDE)

Length

CIE Reference Pointer
PcBegin

PcRange

Eugmentaticn Data Length
Call Frame Instructions
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ll C++ code

KEKEEEERKN AN NNENNNNNNNNNNNNNNNNNNNNANNNN NN KEAENKKEKKKNKENNK
¥ R:x:print() X
Ul R e R AXENEKNEKANENLKNEKELN KN NN KK

undefined _ thiscall print{& * this)

undefined AL:1 <BETURN>
L% RDI:=8 (auto) this
undefineds Stack[-0x10]:8 local 10 XBEF[2]: 00101358 (W),
0010135c (R}
_IN1ASprintEw XREF([4]: Entry Point(*), main:0010123a{c),
A::print 00102058, 00102150(%)
10101350 55 PUSH EBE
00101351 48 2% e5 MOV RBE,RSP
00101354 48 83 ec 10 SUB RSP, 0x10
00101358 48 89 7d f8 MOV gword ptr [EBP + local 10],this
001013%c 48 Sk 45 £5 MOV FRX,qword ptr [EEF + local 10]
00101360 48 89 cd MOV R5I,BRX
00101363 48 84 3d LER this, [std::cout] =
36 2d 00 Q0
00l0l3ga =3 £1 fc CALL operator<< pagic_ostream Iperator rasic...
ff ff
0010136f 48 B9 c2 MOV RDX, BRX
00101372 48 Bk 45 MoV FLE,gqword ptr [-»endl<char,std::char traits<ch... = 00105000
57 2c 00 Q0
00101379 43 29 ce MOV E3I=rendl<char,std::char traits<char>>, ERX =
0010137c 48 849 47 MOV this,RDX
0010137f &8 ec fc CALL ocperator<d indefined operator pasic_ostre...
ff ff
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